Simple Fraud Prevention
Controls

Fishing?

Fishing?

What to watch out for…
• unsolicited offers arriving by email, SMS (short message service) or MMS
(multimedia message service);
• enticing subjects with promises of lottery wins, wealth or weight loss;
• emails using lots of capital letters, bad spelling, different fonts, unusual subject
headings or with text appearing in images;

• work-at-home schemes offering easy ways to make money;
• incredible health claims for difficult-to-cure conditions and illnesses;
• ‘phishing’ emails pretending to be from a bank or other legitimate company asking
for your account details (usually by providing a link to a fake login page);
• lottery, sweepstakes, or other prize wins—asking you to send money or personal
details to claim your winnings;
• ‘Nigerian scams’ asking for money or assistance to release a small fortune from a
distant country and promising a share of the fortune in return.
If it sounds too good to be true ... it probably is

How to protect yourself
If you are unsure about the sender, delete the message—don’t reply or try
to unsubscribe to the email or SMS as it will confirm your address and you
may receive more spam;
Never send your personal, credit card or online account details out in an
email;
Don’t access banking and other online accounts from an email link—use a
bookmarked link or type in the address;

Always check the website address carefully, scammers often set up fake
websites with very similar addresses;
Always read the terms and conditions carefully, ‘free offers’ often have
hidden costs;
Check the business name at www.asic.gov.au (Australian businesses only).
You can also search for the business name or scheme through a search
engine;
Install software that protects your computer from viruses and unwanted
programs and keep it up-to-date.

Clues for spotting a fake email

http://dodgeybanksite.com/im_gonna_steal_your_money

Clues for spotting a fake website

Detecting fraud

Source: Association of
Certified Fraud Examiners –
Report to the nations 2018
Global study on occupational
fraud and abuse – globally

Fraud prevention controls

“we provided survey respondents with a
list of 18 entity- level, anti-fraud controls
and asked which, if any, were present at
the victim organization at the time
the fraud occurred. As noted in Figure 17,
80% of the organizations had a code of
conduct and underwent external financial
statement audits, while 73% had internal
audit departments, and 72% had company
management certify the financial
statements.”
(I’ve only included the 14 of the 18 listed)

Source: Association of Certified Fraud
Examiners – Report to the nations 2018
Global study on occupational fraud and
abuse.

Developing our culture of zero
tolerance
New employees are asked to:
•

Be alert

•

Lead by example

•

Implement ways to prevent and or detect fraud

•

Know your roles and responsibilities

•

Contribute to developing and improving our systems and processes

•

Take Action prevent fraud and corruption

•

Immediately report any suspicions

Fraud/Corruption?
The Independent Commission Against Corruption
(ICAC) today found that Edward Karkowski
engaged in corrupt conduct by favouring various
business owners in the Sydney suburb of
Chatswood, who in return provided him with free
meals, gifts, cash, massages and sexual services.
Mr Karkowski failed to report an illegal brothel,
the Oriana Bath House, to the council as he was
receiving free sexual services there, ICAC said in a
statement today.

“As CFO, he held a position of trust within the
council and his conduct involved a significant
breach of that trust. The conduct was
premeditated and involved a significant level of
planning.”

ICAC found Mr Goodman, who had no formal
qualifications, also splashed out $620,000 in
personal expenditure on ratepayer-funded credit
cards in the name of the council’s former general
manager Peter Fitzgerald.

Not so funny

Fraud?
Opportunity
The ability or opportunity to commit fraud. Opportunity can be created by weak
internal controls, poor management or oversight and through an abuse of power.

Motivation
What causes a person to commit fraud.
Examples – “I need the money – I can’t pay the
bills this week”, “Let’s see if I can get away with
this”, “I need the money to cover the gambling
debt”

Rationalization
The justification for the fraudulent activities.
Examples include – “I was only borrowing it”,
“I am entitled”, “I was underpaid”, “My
supervisor is dishonest and deserves it”,
“Everyone else is doing it”

Internal Controls
Internal control is defined as follows:
Internal control is a process, effected by an entity’s board of directors,
management, and other personnel, designed to provide reasonable
assurance regarding the achievement of objectives relating to operations,
reporting, and compliance.
Internal control has four basic purposes: safeguarding assets, ensuring
financial statement reliability, promoting operational efficiency, and
encouraging compliance with management's directives.

Internal control is the process by which management structures an
organization to provide assurance that an entity operates effectively and
efficiently, has a reliable financial reporting system and complies with
applicable laws and regulations.

Source: Committee of Sponsoring Organizations of the Treadway Commission (COSO)
– The COSO Framework was designed to help business establish, assess and enhance
their internal control.

Internal Controls
Internal Audit Recommendation:
“Provision for independent verification of cash and reconciliations…”

Our Cash Handling Corporate Standard:
“A cash float reconciliation form must be completed and signed by each cashier.
Each float must then be rechecked and signed off by a second authorising officer.”
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